Corso di Aggiornamento

CompTIA PenTest PT-003

IN-FORMAZIONE SRL - Via Riccardo Grazioli Lante, 9 - 00195 Roma
P.IVA 07252070722 - Tel. : 0687153208 - info@musaformazione.it




MUSA
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LEZIONE 1

Explain the components of a penetration test report.

Given a scenario, apply enumeration techniques.

Given a scenario, modify scripts for reconnaissance and enumeration.

e Given a scenario, use the appropriate tools for reconnaissance and enumeration.

LEZIONE 2
e Given a scenario, analyze output from reconnaissance, scanning, and enumeration phases.

e Given a scenario, analyze output to prioritize and prepare attacks.

LEZIONE 3
e Given a scenario, perform authentication attacks using the appropriate tools.
e Given a scenario, perform host-based attacks using the appropriate tools.

e Given a scenario, perform tasks to establish and maintain persistence.

LEZIONE 4
e Given a scenario, perform tasks to move laterally throughout the environment.

e Summarize concepts related to staging and exfiltration.
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