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[A[ip-addr==10.1030:10

Ho. Time Source Destination

— Lysl=]

0 www.massimochirivi.net

PING www.massimochirivi.net (89.46.109.65) 56(84) bytes of data.

64 bytes from webx1394.aruba.it (89.46.109.65): icmp seg=1 ttl=51 time=20.8 ms
64 bytes from webx1394.aruba.it (89.46.109.65): icmp seq=2 ttl=51 time=22.0 ms
aruba.1t Ac

--- www.massimochirivi.net ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 20.834/21.393/21.953/0.559 ms

Protocol Ler Info L p 3

—( 1i) - [~]
—$ ftp 10.10.30.12

Connected to 10.10.30.12.

220 Microsoft FTP Service

Name (10.10.30.12:kali): administrator

331 Password required

Password:

230 User logged in.

Remote system type is Windows NT.

ftp> 1s

229 Entering Extended Passive Mode (|| |49162])
Ls

i cEi0n ; isod] AE LAk s 1 ; G 0
R L AR Verinhi e receive aborted. Waiting for remote to finish abort.
fip>

+ Frame 483: 81 bytes on wire (648 bits), BI. bytes captured (6 88 @c 20 37 97 da @@ 8c 20 e0 fa dd4 @B 00 45 1@ 17 } E
+ Ethernet II, Src: VMware eB;fa:d4 (0E:6c \ BB 43 €@ 1c 40 60 40 86 84 ST Ga OA 1é a Ga Ba cge
+ Internct Protocol VWersion 4, Src: 19.18.3 w Dst: 16.10.30, ; 1e ¢ 8c ec 89 15 49 @3 e5 ee 3f 7c 8c 6f 60 18 I 2.

9 57 BB 6B 91 61 05 6a £ 63 94 oc GEEEE

= Transmiszion Control Plorocc.'l Src Port: 38076, Dst Part: 1, A 3
41 53 53 20 5@ 72 6F 76 61 31 32 33 0d #iPass P rovaiza

Source Port: 36676
Destination Port: 21 Ha
[Stream index: &]

[conversation completeness: Incomplete, DATA (15)]

[TCP Segment Len: 15]

Sequence Number: 21 (relative sequence number)
Sequence Number (raw): 1224993262

[Next Sequence Number: 36 {relative sequence number)]
Acknowledgment Number: 51 {relative ack number)

Acknowledgment number {raw): 1065137823
iepa . = Header Length: 32 bytes (8)
Flags; OxBi8 [PSH, ACK)

Window: 16384

[Calculated window slze: 65536]

[Window size scaling factor: 4]
Checksum: ax5e5f [unverified]

[Checksum Status: Unwverified]

Urgent Pointer: @

Dption {1z hyteq) No-Operation (NOP), No-Operation {NDP
[Timestamps]

w
m
S
2
R
o
g
?i.

- File Transfer Protocol ({=1:3]
» PASS Proval2i\rin
[Current working directory: ]



80 8.769829029
81 5.718778895
83 8.739887464
85 8.7670819380
87 9.742201768
89 9.772675342
386 39.783281770
338 39.796624701
399 46.654452297
404 50.801197975
487 50.801754081
409 50.802100987
. 8021016872
.BB2247297
. 802353998
.BB2368273
.B62465158
4117 180.287798222
385 39.782972965
38? 39.783347688
389 39.796709697
398 46.653433549
400 46.654476297
403 50.790134469
405 50.8601234839
406 50.801373366
408 50.8018360849
411 50.802121166
415 50.8602376770
416 53.8B61578967
418 53.862579912
419 53. 9@6&3463?

8.8.8.8
8.8.8.8
89.46.1689.65
8.8.8.8
89.46.169.65
8.8.8.8

10.10.38.12

16.10.30.12
10.10.30.12
16.10.36.12
10.18.36.12
18.10.36.12
18.10.30,12
10.10.36.12
10.18.368.12
18.108.368.12
18.18.360.12
19.10.30.12

10.108.30.10

10.160.30.10
18.18.36.186
16.10.36.16
10.108.30.16
10.10.30.10
18.18.36.186
10.10.36.16
10.10.30.106
10.10.30.10
18.18.36.186
18.10.36.16

110.10.30.10

10.10.30.10

Destination

10.16.368.18
108.16.36.16
16.168.368.18
10.16.380.

10.16.368.18
108.16.368.18

16.16.30.10

10.10.30.10
10.10.30.18
10.16.30.16
10.16.36.186
10.16.386.

9.10.30.18
10.16.30.12
16.10.30.12

10.168.308.12
18.168.38.12
10.16.38.12
10.16.368.12
10.168.308.12

.18.38.12

.16.30.12
10.168.368.12
10.168.308.12
1@.1@ 368.12

10.10.30.12

1@ 1@ 3@ 12

98 Standard
1.. Standard
98 Echo (pi
1.. Standard
98 Echo (pi
1.. Standard

21 . 360
7d 353?6 =
66 36076 —
66 36076 —
86 Request:
66 36076 -
81 Request:
66 36076 —
72 Request:
72 Request:
66 36076 -
66 36076 —
72 Reqguest:
74 46444
66 36@?6 =

guery response 0x4416 A www.massimochirivi.net A 89.46.109.65

guery response 8x1818 AAAA www.massimochirivi.net SOA dns.technorail.com
ng) reply id=0xf2c2, seq=1/256, ttl=51 (request in 82)

query response 0xfe83 PTR 65.109.46.89.1in-addr.arpa PTR webx1394.aruba.it
ng) reply id=exf2c2, seq=2/512, ttl=51 (request in 86)

query response @x62e5 PTR 65.109.46.89. in-addr.arpa PTR webx1394.aruba.it

74 21 —. 36076 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MS5=1460 WS=256 SACK_PERM TSval=11487 ..
93 Response:
89 Response:
87 Response:
82 Response:
. Response:
84 Response:
. Response!:
Response:

. Response:
..Respnnse:

220 Microsoft FTP Service
331 Password required
230 User logged in.
215 Windows_NT
211-Extended features supported:
LANG EN*
AUTH TLS;TLS-C;SSL;TLS-P;
HOST
SIZE
229 Entering Extended Passive Mode (|| |49162])
76 [RST, ACK] Seq=285 Ack=54 Win=@ Len=0
21 [SYN] Seqg=0 Win=65535 Len=0 MSS=1460 SACK_PERM TSval=4833046892 TSecr=8 WS=4
21 [ACK] Seg=1 Ack=1 Win= 65536 Len=0 TSval=4033046893 TSecr=11487
21 [ACK] Seq=1 Ack=28 Win=65536 Len=8 TS5val=4833046906 TSecr=11487
USER administrator
21 [ACK] Seg=21 Ack=51 Win=65536 Len=0 TSval=4033053764 TSecr=12174
PASS Prowval23
21 [ACK] Seq=36 Ack=72 Win=65536 Len=0 TSval=4833057911 TSecr=12589
SYST
FEAT
21 [ACK] Seg=48 Ack=140 Win=65536 Len=0 TSval=4833057912 TSecr=12589
21 [ACK] Seq=48 Ack=237 Win=65536 Len=0 TSval=40330657912 TSecr=12589
EPSV
49162 [SYN] Seq=0 Win=65535 Len=8 MS5=1460 SACK_PERM TSval=4033060972 TSecr=0 W..
21 [ACK] Seq 5& Ack 285 WIn 65536 Len @ TSVal 4933@61@16 TSecr 12895
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AODOA® e BE®@ @ « »n «>EHE ooaan
(M ip.addr ==10.10.30.10
No. Time Source Destination ~ Protocol

o0
(5]

8.709829029
8.718778895
. 739887464
. 767001930
742201768
9.772675342
39.783281770
39.796624701
46 . 654452297
50.801197975
7 50.801754081
9 50.802100987

8.8.8.
8.8.8.
89.46.1
8.8.8.
89.46.
8,.0.8.
16.10

18.186.
19.10.
168.18@.
10.10.
18.16.

16.10. 36
16.160.:
16.10.30.
10.10.
16.10.
16.10.:
1@.18@.
10.10.
10.10.
16.18,
10.180.
16.10.

03 oo
NG =

8
8
8
9

=

189.65

|
4=}

EJ

30.12
38.12
36.12
36.12
36.12
38.12

o]

o

3
3
3
3
3
3

2 50.802247297
3 50.8082353990
50.802368273
7 53.862465158
180.287798222

385 39.782972905

387 39.783347688

389 39.796709697

398 46.653433549

4080 46.654476297

403 50.790134469

485 50, 801234839

406 50.801373366

408 50801830849

411 50.802121106

415 50,802376770

416 53.861578967

.862579912

. 906434637

lU _I.Fl. 10.16.36
10.168.3
16.106.36

10.106. 36

“38.16
B S8.18
.18.368.16
16.16.36.16
10.16.30.16
10.10.30.10
18.18.
16.18.

36.16

30.16
10.18.
168.1@.

30.10

30.10
18.16.
168.18.

30.10

30.10
10.10.30.10
10.10.30.10

10.16
18.18.
10.16.
10.10.
10.10.
10.1@.
10.16.
10.10.
10.10.
10.1@.
10.10.
10.16.3
10.10.

Lo G

@ o

) @®

@ooa
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) GO Lo ) W W
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Wirsshark - Pack=t 385 . eth0)
Frame 386: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface eth8, id @
Ethernet 11, Src: VMware_37:97:da (88 129:37:97:da), Dst: VMware_e9:fa:d4 (88:8c:29:e9:Ta:id4)
Internet Protocol Version 4, Src: 10.10.36.12, Dst: 108.16.30.19
21, Dst Portl: 36876, Seq: B, Ack: 1, Len:

Transmigsion Control Protocol, Src Port:

]

Source Port: 21
Destination Port:
[Stream index: B]
[Conversation completeness:
[TCP Segment Len: @]

36676

Complete, WITH_DATA (47)]

Sequence Number: @ (relative segquence number) il.com
Sequence Number (raw): 1065126972

[Next Sequence Number: 1 (relative sequence number)]

Acknowledgment Number: 1 (relative ack number) ruba.it

Ackncwledgment number (raw): 1224993242
1H10 il = Header Length: 48 hytes (18}
-
GG“ v« = RBsgrved: Not sgt
. AccuraCe ECN: NoL set
Congestion Window Reduced: Not set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment ;
Push: Not set
= Reset: NoL set

ruba.it
Sval=11487 ..

Set

Not set

Fin:
....... A-:5.]

[TCP Flags:
Window: 8192
[Calculated window size:
Checksum: @xcsyd
[Checksum Status:
Urgent Pointer: &
Options: (20 bytes)
+ TCP Option - Maximum segment size:
= TCP Dption - No-Operation {NOP)

Kind: No-Operation (1)

TCP Dption - Window scale: 8 (multiply by 256)
+ TCP Option - SACK permitted
= TCP Qption - Timestamps
Kind: Time Stamp Option (8)
Length: 18
Timestamp walue: 114B87: TSval 11487, TSecr 4033046892
Timestamp echo reply: 46833846892
= [Timestamps]
[Time since Tirst frame in this TCF stream: ©.008388865 seconds]
[Time since previous frame in this TCP stream: B.808398865 seconds]
v [SEQ/ACK analysis]

B152]
[unverified]
unverified]

]

Maximum segment size, No-Operation (NOP), Window scale, SACK permitted, Timestamps

1466 bytes

90 @c 29 e9 Ta d4 88 Bc 29 37 97 da 98 VO 45 0O ) b E

68 3c 3c 81 40 0O BB 66 6Ge 91 Ba Ba 1le Oc Ba Ba << @ n

le Ba 86 15 8¢ ec 3f 7c 8¢ 3c 43 B3 €9 da ap 12 e i

20 @9 c5 7d 90 90 B2 @4 ©5 b4 81 83 93 ©8 94 B2 1 TSEGT_'B' w“-"
40 OB BA B8 86 2c df fB 63 69 6c e il




LI fetp
o = o [§

AOA® e BEB@ a2 « » 0 <« > 8
l! |lpaddr==1ﬂ10.30‘10 » Frame 388: 93 bytes on wire (744 bits), 93 byEes captured {744 bits) on interface ethe, id B )
v Ethernet II, Src: VMware 37:97:da (688:8c:29:37:97:da), Dst: VMware e9:fa:d4 (80:0c:29:e9:fa:d4)

Wireshark - Packet 388 . ethD

¢ Internet Protocol Version 4, Src: 16.16:38.12, Dst: 10.168.368.189

NG. Time Saurce Destiﬂation x P‘n:ltl:lcol = Transmission Control Protocol, Sro Port: 21, Dst Port: 36876, Seq: 1, Ack: 1, Len: 27
709829029 8.8.8.8 10.10.30. odlallpllonss ) s
718778895 8.8.8.8 18.18.368.16 [Stream index: 8]
i1?' '.EHJ : 8.6.8.8 10.16 [Co;vznrs;gizﬁ completeness; Complete, WITH DATA (47)]
. 739887464 89.46.189.65 18.18. i i [TCP Segment Len: 27] :
.767001930  8.8.8.8 10.10.30. Sequence Mumber (raw): 1003120073
LT422817 89.46.109.65 3.160.38. [Next Seguence Number: 28 {relative sequence number)]
o 15%291;6{3‘ .39_46 j_- 363 10 1% M Acknowledgment Number: 1 (relative ack number) =
9.772675342 8.8.8.8 18.186. « 1k Acknowledgment number (raw}: 1224993242 AL
1 r [ B | ¥ 1 3 1888 . ... = Header Length: 32 bytes (&) 1= 1
39°783231?.T-3 13_"15‘-?'3'12 1_.8.*13_‘ - Flags: @xB18 (PSH, ACK? ' A1=11487 ..
39.796624701 10.18.30.12 16.16. 86, .... ..., = Reserved: Not set
46.654452297 10.10.30.12 10.10.30. S el ntm R
50.801197975 10.10.30.12 10.16.30.1€ e B ey
ciew =B ... = Urgent: Not Set
50.801754081 10.18.368.12 18.18.38.16 eee ---1 ... = Acknowledgment: Set

Push: Set
Reset: Not set
Syn: Not set
Fin: Not set

50.802100987 10.16.30.12 16.16.
.8621601072

9.802247297 10.10. 10.16.30.1€ T (7P Flagsi sonenoApaeo]

. 802353990 19.18. 18.18.3 F;:‘]Ilo‘:ht?gﬁ window size: 66560]

.802368273 16.16. 168.16. 2 |_.'t~'1i|r!|)w size .s.r,alz.ng fFactor: 256]

862465158 10.10. 10.10.36. [Checkaun Status: Unverified]

] Pointer: @
180. 28??98222 z % B Sl - g;?jz;moj{-g?e;yr;s], Mo-Operation (NOP), No-Operation (NOP), Timestamps
385 39.782972985 10.38.106 18.10.30.12 i D;.ijn:‘u hml-?ym‘iﬁ” (noP)
387 39.783347688 .30.10 16.10.30. 1 - TP Gption - No-Operation (NOP)
389 39.7967689697 106.10.36.10 18.18.30 .12 Tcslgd"_"”'ope."atl'J“ (1)
- ption - Timestamps
398 46.653433549 16.10.36.106 18.168.38 .12 Kmd:}ﬁme Stamp Option (8)
ength: 1@

400 46.654476297 10.108.30.18 18.16.38.1: Iﬂmﬂim:up value: 11487: Tsval 11487, TSecr 4833646893
403 50.790134469 10.10.30.10 10.10.30.1: . runimestam echo reply: 483640853
405 50.8601234839 18.16.38.186 18.16.38.1: [Time ;zn::e first frame in this TCP stream: B.013651796 seconds]
406 50.801373366 10.160.306.10 16.16 q [Time since previous Trame in this TCP stream: 9.8913277813 seconds]

. hy e ¥ X ] - v [SEQ/ACK analysis]
408 50.801830849 .30.10 10.10. 3¢ R e L

i 1le ransrer rotoco i
411 50.802121166 .18.36.10 16.186. i =~ 220 Microsoft FTP Seru_rlce\r\n y
415 50.802376770 .18.30.160 10.10.30.1: il Sl e LT U
416 53.861578967 .36.16 18.168.308.12 [Current working directory: ]
418 53.862579912 18.18.3 '
419 53. £ . B : 18.
o e = - - - = 60 B¢ 29 €9 fa d4 @8 6c 29 37 97 da @8 €6 45 99 ) )7 E
) @8 4f 3c ©2 40 08 BO €6 6Ge 7d Ga Pa 1e Oc Ba Ba 0= @ n}

1e Ba 88 15 8c ec 3f 7c Bc 3d 49 B3 e3 da 88 18 7|

81 B4 78 39 €0 09 91 98 ©a 60 86 2c df O 63 X8 o0
69 6d FFIANEEIE Nad 63 72 6f 73 &F 66 74 Z8 im2#8 Mi crosoft
45 54 56 20 53 65 72 69 63 05 Ad 0a FTP Sery ice:-




ation (NOP),

32 30 20 4d €9 2 1n290 Hi ErosOft
45 B4 50 26 53 65 72 78 FTP Serv ioe: -
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AODAG c BREM@ a«+»n0 «>»rP=E ool

R [ip addr =10.10.30.10

source e Protocol Gaiio = o OpenProject

74 43362 - V] Seq=D Win=64240 Len MSS=1460 SACK_PERM TSval=1738874898 TSecr=0 WS=
2 ©.901357557 10. 8 & . 74 88 - 43362 ACK] Seg=9 Ack=1 Win=65160 Len=@ MSS=14G0 SACK_PERM TSval=584028051 T.
3 0.0013885842 « 0. . 60 43362 - 8@ Seq=1 Ack=1 Win=64250 Len=8 TSv. 8874899 TSecr=504023051
16001519591 16, ; 3 5 GET 7 HITP/1.1 e o arsrd o Hhe actoust & blocked due o radiole fatee login
711498 v . [ . 30, F L1} - 43362 TA(.K] 2 = 5 4768 Len=8 TSv: 04682865

¥ s0, & will be unblocked aut: lly In 0 short time.

8 3.925770812 TCcP L 96 Win=64768 Len=6566 TSva
o 9 3.0825771005 HTTP 86 1 280 0K H :
55 43367 - 50 Sign in

TP 66 43362 —~ B8O [

1 HTTP 7.. GET /api/v3/configuration HTTP/1.1

| TCP GG 80 . 43302 [ACK] Seq=06587 Ack=1137 Win=04128 Len=0 TSval=5040832101 TSccr=1738878947
HTTP 1. HTTP/4.1 384 Not Modified mario
TCP 66 43362 - B0 [ACK] Seq=1137 Ack=7648 Win=64128 Len=0 TSval=1738879357 TSecr=5048325089
TCP G6 30568 - 80 [ACK] Sex Len=@ TS 1138671 T5!
TCP 56 41576 — BO [ACK] Len=0 T5val=1982307106 TSecr=432100916

_,
<]

ol
o

656 41568 - [ACK] 1 Ack=1 Win=501 Len=@ TSval=1982387106 TS:
5 1 Ack=1 Win=5€1 Len=@ TSval=1982367106 TS
TCP . 86 $ 5 0 3 982307166 TSe

r=1231825708

250,184

| 49 9.4618924362 .10, 76 10.10.30.18 7 Win=64128 Len=0 TSval=584037510 TSec 738879357

362
50 9.462334330 R 16.10.70.34 TCP - 8@ 641 Win=64128 Len=8 TSval=1738854300 TSecr=504837510
51 9.464095897 % 19.10.30.18 TCP 3 04128 Len=0 TSval=584037314 TSecr=1738884368

52 12.876724346 18 §.16 18.160.76.54 TCP M55=1400 SACK_PERM TSval=1738887774 TSecr=0 WS=
53 12,878420131 .10, 7¢ 16,16,30.18 TCP © MS5-1456 SACK_PERM TSval=564646928 T
54 12878442568 .10, 3¢ 18.10.79.54 66 33240 - 80 1 Ack=1 WINn=64256 Len=8 TSval=1738887776 TSecr=

55 12878585674 .18, 10.10.76.54 B.. POST /login (2pplication/x-www-form-ur Lencoded)

56 12879854393 7 10.10.30.18 66 80 — 33230 [ACK] Seq=1 Ack=807 Win=b4384 Len=8 TSva

57 13639008147 .18, 10.10.30.18 5. 80 - 33240 [ACK] Seq=1 Ack=807 Win=64384 Len=5792 TSv

18.10,70.%a
16.10.30.18
16.10,36.18

5 33240 - 86 [ACK] Seq=887 Ack=5703 Win=01568 Len=
7..88 . 33240 [PSH, ACK] Seqg=5793 Ack=887 Win=643; Len=716 TSval=5€4841879 TSccr=1738887
86 HITP/1.1 260 0K (text/htmi)

16,10.70 33249 - =65 1N=665 en= 5 730888528 TSecr=504041679
62 13,630092549 A 108.10.70.54 3240 - 8@ ) B 7308068528 T5ecr=504041679
63 14.392202247 .10.3€ 10.16.70.54 7. GET /api/va/configuratio
64 14.394749351 10.10. 10.10.30.10 0 — 33240 [ACK] Seq=: = TSval=5040842444 TSecr=1738889290
65 14416485857 E 10.10.30.18 . HTTP/1.1 384 Not Medified
06 1441656 2 16.10.70 - 86 [ACK] Seq=1454 Ack=7582 Win=04128 Len=9 735880314 TSecr=564842466

[TCP FL
Window
Calcul
[Window

No-Ope on (NOF

fon (1) ) > ;3 W/ "estfe
imestamps fd30a9c6 6a5R5ED
0 510ddabb d4ab" . -
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8 Capturing frem ethD Sign in | OpenProject X t
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A0S@ s MB@ <« >n«>WBooam Al S i £

R |ipaddr==10.10.30.10 & Kali Linux. ¢ Koli Tools W Kali Forums  # KaliDocs - @ NetHunter  { Offensive Sec: Exploit-DB GHDB 73 -Des... & Groenbone Security As. [ Othes

No. urre i Protocol Ler Info G'D Umnpmpct [ scarch al W @

Wireshark - Packet 4 - ethQ

Frame 4: 560 bytes on wire (4488 bits), 568 bytes captured (4488 bits) on interface eth®, id ©
» Ethernet II, Src: VMware_e9:fa:d4 (00:8c:29:e9:fa:d4), Dst: VMware e8:3b:06 (80:0c:29:e8:3b:086)
» Internet Protocol Version 4, Src: 10.10.30.18, Dst: 16.16.78.54

~ Transmission Control Protocol, Src Port: 43362, Dst Port: 88, Seq: 1, Ack: 1, Len: 494

Source Port: 43362

Destipation Port: 8@

[Stream index: 8]

[Conversation completeness: Complete, WITH_DATA (31)]

[TCP Segment Len: 494]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 2805091672

[Next Sequence Number: 485 (relative sequence number)]
Acknowledgment Mumber: 1 (relative ack number)
Acknowledgment number (raw): 451601017

100@ .... = Header Length: 32 bytes (8)

‘

Flags: ©x@18 (PSH, ACK)
000,
i@

= Reserved: Not set
= Accurate ECN: Not set
= Congestion Window Reduced: Not set
= ECN-Echo: Not set
= Urgent: Not set
= Acknowledgment: Set
Push: Set
= Reset: Not set
= Syn: Not set
S035832 ; 5 : . R S = Fin: Not set
394749351 : ; [ACK] Se 9 Ack Pz [TCP Flags: - si-sxs APl
Window: 582
[Calculated window size: 64256]
[Window size scaling factor: 128]
Checksum: 0x7a68 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
~ TCP Option - No-Operation (NOP)
Kind: Neo-Operation (1)
~ TCP Option - No-Operation (NOP)
Kind: Neo-Operation (1)
~ TCP Option - Timestamps

5 33240 - 80 [ACK]
.. POST /login HTTP
0 — 33
6 — 33240

4

nversation completeness: Complete, WITH DATA (31)] ): ) E 5 : :
CP Segment Len: 494] Kind: Time Stamp Option (8)
Sequence Number: 1 (relative sequence number) y Length: 18
? L\;«-‘ \“ml'ﬂ"(r:.,.,\ 3:?5’@1?:: ber)) m?‘h‘ 1 Timestamp value: 17388748899: TSval 1738874899, TSecr 504028051
equence Number 935 r tive sequence number et 3 .
Acknowledgrent Number: 1 {relative ack number) 3T Vg mazal . i messan leelintnep Ly g 50402601
ar (raw): 451681817 mochiriv i.net U ~ [Timestamps]

ser-Agen t: Mozil
1a/5.0 (

leale Heade engch: 32 &

Flags: 0x818 (PSH, ACK)
L] . . = Reserved: Not set

ECN: Not set

(8)

[Time since first frame in this TCP stream: 8.801519591 seconds]
[Time since previous frame in this TCP stream: ©.808138749 seconds]
» [SEQ/ACK analysis]

Congest wWindow Reduced: Not set §iips e ke TCP payload (494 bytes)
= ECN-Echo: Not set lication [ Hypertext Transfer Protocol
= Urgent: Not set

ml, appli
1 ..., = Acknowl 1
= Push:

Regel:

/7978,
= syn: -Languag
AEe e ..8 = Fin; S .,en;q=0,
[TCP Flags: sesssAP- p t-Encodi
Window: 562 . deflat
[Caloiated Koy sixs Ay 60 Bc 29 e8 3b 66 PAUEENNZS ¢9 fa d4 68 00 45 6O i IS 3
[Window size scaling Ta e Cooki i 5 ca i
Checksum: Bx7a68 [unverified) A1,2.304 ©2 22 95 ac 40 00 40 @6 2a d6 Ba Ga le Pa Da Ba @a *
[Checksum Status: Unverified] 63786220 46 36 a9 62 00 5@ a7 32 4d 58 1a ea €2 79 88 18 F6.b.P.2 MX. .y
Urgent Pointe 'I’:.‘;;"'"ﬁ 81 f6 7a 68 00 0P @1 1 ©8 Ga 67 a5 20 13 de @a zh ]
- Options: (12 bytes), Mo-Operation (NOP), No-Operation (NOi 2 oboscocd db 93 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 31 GET / HTTP/1.1
S el i el s 2 Upgra ed @a 48 6f 73 74 3a 28 6f 78 2e 6d 61 73 73 69 Host: op.massi
e o ey ure-Requ 6d 6f 63 68 69 72 69 76 69 2e 6e 65 74 od @a 55 mochiriv i.net U
“King: Mo-Operation (1) el u}:;:‘;'f‘; 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c ser-Agen t: Mozil

« TCP Option - Timestamps eadnses 6c 61 2f 35 2e 30 20 28 58 31 31 3b 20 4c 69 6e  1a/5.8 ( X11; Lin
Kind: Time Stamp Option (8) 510d0a5D d4b" - - 75 78 20 78 38 36 5f 36 34 3b 20 72 76 3a 31 30  ux XB6_6 4; rviie
Lengch: 10 (0 e . 32 2e 30 29 20 47 65 63 6b 6f 2f 32 30 31 3@ 30 2.0) Gec ko/20160
ks i :‘”,:t“r’oi‘lj‘“;:g“ ogi"‘“ A798BISEN, ST=acE 31 30 31 20 46 69 72 65 66 6f 78 2f 31 30 32 2e 101 Fire fox/102.
Time: p echo Vi 504028

30 ed Pa 41 63 63 65 70 74 3a 20 74 65 78 74 2f 0 -Accep t: text/

- [Timestam
[Tine since First frame in this TCP
[Time since previous Trame 1n this TC

[SEQ/ACK analysis]

TCP pavioad (494 bytes)

961519591
¢ 8.800138




ADA® s BEM@ 2 ¢<»n0<«>B=n0eno@l

Ip.addr ==10.10.30.10

-+ 2
Destination Ler Info File Actions Edit View Help

[*] Device information:

£ Wireshark . Packet 21. eth0

Frame 21: 93 bytes on wire (792 bits), 99 bytes captured (752 bits) on interface ethe, id 8
Ethernet II, Src: VMware e8:3b:06 (88:08¢c!23:e8:3b:08), Dst: VMware ed:fa:d4 (08:9c:29:e9:fa:d4)
Internet Protocol Wersion 4, Sr 10,18, 78,17, D: 18.18.38.18
= User Datagram Protacal, Src Port: 161, Dst Port: 48264
Source Port: 161
pestination Port: 48264
Length: G5
Checksum: Bx1374 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
UDP payload (57 bytes)
= 5imple Network Management Protocol
version: version-1 (B)
community: public
- data: get-response (2)
~ get-response
request-id: 1105415
error-status: noError (@) IC
error-index: @
v variable-bindings: 1 item
Response To: 26 = T
[Time: B.BR1B42277 seoonds]

BE Gc 29 80 8c 29 eB 3b BE B BB 45 64 ) Y5 E
08 55 26 28 40 90 3f 11 45 11 BETEE u((@-7 A F 1/
1888 00 al bc 82 00 41 62 B1 BB 84 ae A 167
@6 7@ 75 62 6c 69 63 a2 48 08 af a2 public * €@
91 g8 82 01 60 30 ic 39 86 B1 B2 81 ae +
01 85 00 04 0e 4¢ 41 53 2d 53 49 de Af 4c 4AF 47 NAS -SINOLOG f/
59 2d 32 ¥-2
'
(680 bits), 85 by captured (B2E Bc 2 29 efl fa a8 45 88 e ]
:d4 (88:@c:29:e0:fa:dd), Dst: \ AT 6 1 sh 27 s 1e 8a 88 8a gré -8 [
+ Internet Protocol Version 4, Sro: 18.16.38.18, Dst: 18.18.78 46 11 bc B8 80 Al 88 33 78 73 30 29 62 61 06 84 F 3 us@)
= User Datagram Protocol, Src Port: 48264, Dst Port: 181 @6 7B 75 B2 6c B9 63 aB 1c 62 64 47 48 98 BF B2 public G
Source Port: 48264 B1 BB B2 Bl BB 3B Be 30 Oc 86 68 Zb 66 €1 @2 @1 88 + h
Destination Port: 161 €1 85 e@ 85 BB
Length: B1
Checksum: 8x7873 [unverified]

[Checksum Status: Unwerified]
[Stream index: 1]
[Timestamps]
UDP payload (43 bytes)
mple Network Management Protocol
version: versien-1 (8)
community: public
- data: get-reguest (@)
~ get-request
request-id: 1195415695
error-status: noError (@)
error-index: @
v variable-bindings: 1 item




T i e o W~ S e o s . Cot e s e Bt ey A hedrns mite A o S o e B e L B L R R
ADA® cBBE®EB 2 ¢« »n«>BEEopo@

[Rip-addr==10.10308 ]

No. Time Source Destination Protocol Ler Infa B Nteor TR ik, g

[*] Device information:

Wireshark - Packet 42 - ethQ

’ e 42: 198 bytes on wire (1584 bits), 188 bytes captured (1584 bits) on interface etha, id @
» Ethernet II, Sr VMware 6T:61:80 (086:8c:29:6T:61:88), Dst: VMware db:eb:c2 (88:8c dh:eb:c2)
v Internet Protocol Version 4, Src: 18.18.38.9, Dst: 16.18.368.78

ion Control Protoco
Source Port: 43781
Destination Port: 445
[stream index: 2]
[Conversation completeness: Incomplete {12)]

, Src Port 8781, Dst Port: 5, Seq: 532, Ack: 2817, Len: 144

[TGP Segment Len: 144]

Sequence Number: 532 {relative seguence number)
Sequence Number (raw}: 3371261236

[Next Sequence Number: 676 (relative sequence number})]
Acknowledgment Number: 2017 (relative ack number})

ment number (raw): 3252842143

1 = Header Length: 2B bytes {5)

Flags: BxB18 (PSH, ACK)

= Reserved: Mot set

. Accurate ECH: Not set

. = Congestion Window Reduced: Mot set
. = ECN-Echo: Mot set

5 . = Urge Not set

5 = Acknowledgment: Set

s set

5 Mot set

E Not set
et in: Not set

[TCP Flags: «+++vsvAP++]
wWindow: B212
[Calculated window size; B212]
[Window size scaling factor: -1 {unknown}]
Checksum: Bx3d54 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: B
- [Timestamps]
fTime since firar frame in rhiz TAP efream' 1 Q?347AGRT earandzl

28 B¢ db eb c2 .28 of 61 88 08 80 45 62 | »T Joa E
68 bE 34 40 68 26 86 b5 af Ga Ga le 09 @a @a 4
1e 46 75 81 bd 5d 34 ¢l e2 6e 9F 58 18 Fu J4-n P
28 14 54 00 00 80 00 08 Sc fd 53 4d 42 af 3b =T SMB -
71 c8 88 aB 02 fd 3d b8 95 28 aa 55 c3 &7 50 q = -y -p
be da 41 ch 66 B3 98 A0 BO A0 A0 A0 A0 58 A0 Af X
oa oa 0@ o1 0@ 0% @@ @0 ao oo a7 X
8f a2 eh T8 5c ad @a e3 %a Oc 8 y )
db 72 eb ec &7 bl 39 ed 92 06 af r 9 Fikl
4d 72 @8 fe 72 23 59 fc c5 c4 af bd Msg. - rEY o
4d a2 a3 27 b& 8 b9 d9 bé 29 BE M 4 ®
g.16.38.9 | e 11 55 6¢c 6d 7d 51 1c ¢Z 56 48 | um}g  VEP ;@
" 198 bytes on wire (1584 hit 198 bytes captured [ @88 @c 20 db eh c2 @8 Ac 20 6F 61 8@ A8 08 45 @2 ba es 6e 77 73 nws

v Ethernet II, Src: VMware 6F:61:88 (P8:Bc:29:6F:61:BR), Dst: \ 08 bg T4 34 49 08 50 6 b5 &6 Pa Pa 1e 09 9a Ba

v Internet Protocol Version 4, Src: 18.18.38.9, Dst: 18.18.38.5 le 46 €2 75 61 bd c8 f1 5d 34 cl e2 6e 9f 50 18

= Transmission Control Protocol, Src Port: 48781, Dst Port: 44: 5 af 3h
Source Port: 49781 87 58
Destination Port: 445 ‘58 00
[Stream index: 2] Sc d7
[Conversation completeness: Incomplete (12)] 59 C? I )
[TCP Segment Len: 144] :L ﬁd Mrsq r::3 m:
Sequence Mumber: 532 {relative sequence numher ) as 0@ Al x
Sequence Mumber (raw): 3371261236 ab 48 | Ul VEP it
[MNext Sequence Mumber: 676 (relative seguence number )] e
Acknowledgment Mumber: 2817 (relative ack number)

Acknowledgment number (raw): 3252342143

8181 . ... = Header Length: 28 bytes (5]
+ Flags: 8x018 (PSH, ACK)

aas 5 a Reserved: Not set

Accurate ECN: Not set
Cong: n Window Reduced: Not set
ECN-Ech Not set
Urgent: Not set
gment: Set

Set
- Not set
8. = Syn: Not set
e aima e s ol = AN ot seE
[TCP Flags: ----+--AP:2-]
Window: 8212
[Calculated window size: 8212]
[Window size scaling factor: -1 (unknown)]
Checksum: @x3d54 [unverified] Bytes 6-8: 10 bit fethusrcig)
[Checksum Status: Unverified]
Urgent Pointer: @
= [Timestamps]
ITTimea

¥ Show packet bytes




-

Recydle Bin

share

# Quick access
B Desktop
& Downloads

2 Documents

== Pictures

o Network

cifrata

dominioZ

jolly

kappa%8

New Text Documen
New Text cument
pippc

unicredit

pippo




AMPLIA LE TUE

CON | CORSI DI ICT CONSULTANT

Linux LPIC-1 Certificato IT Security Governance & Management

Windows Microsoft Livello Base Windows Server Professional + Advanced Level

Ethical Hacker & Security manager Virtualizzazione di Base

CompTIA Security+ e PenTest+ Networking Base - Avanzato

Sicurezza Informatica e Security Manager . . .
’ Trattamento dei Dati Personali
CompTIA Security+

Penetration Test Hacking Etico E=BetectionOfficer

CompTia PenTest+ Tutela della Privacy Criminalita Informatica
CompTIA Security+ GDPR Siti Internet Cookie Informativa Privacy
CompTIA PenTest+ Privacy Specialist DPO

Informatica di Base -

CompTIA Cloud Essentials+ M U SA

FORMAZIONE E LAVORO

PROMO CORSISTI PROMO NUOVI ISCRITTI

fino al 50% di sconto fino al 30% di sconto




